ABSTRACT Concentrating on the influence of DDoS applied to ad hoc networks, we introduced three classic queue management algorithms: Drop-Tail, random early detection (RED), and random exponential marking (REM). We analyzed and compared the defensive abilities of these algorithms applied to ad hoc networks with NS2 under DDoS attack. The results showed that active queue management algorithms, such as REM and RED, exhibited stronger defensive abilities than the passive queue management algorithm Drop-Tail under medium-and small-scale DDoS attacks; however, under large-scale DDoS attack, all three algorithms exhibited insufficient defensive capabilities. This means that other defense schemes, such as network detection, must be integrated into security schemes to defeat DDoS attacks.
I. INTRODUCTION
In recent years, DDoS (distributed denial of service) attacks have become prevalent, and they are difficult to detect in networks. Because of their intimate, simple and effective characteristics, DDoS attacks are recognized as one of the main threats faced by network services [1] , [2] . A queue management algorithm is important to guarantee the fair distribution of resources and quality of service (QoS) in the event of network congestion, and such an algorithm is also the first line of defense for a network when facing a DDoS attack. Consequently, the design of such algorithms is directly related to the network's ability to provide normal bandwidth allocation, latency, packet rate and other basic services [3] . This paper analyzes three common queue management algorithms, Drop-Tail, RED, and REM, and then, in an ad hoc network environment, we conduct simulations using the network simulation software NS2 to compare the defense capabilities of these algorithms under DDoS attacks.
A. Ad-hoc NETWORKS AND DDoS ATTACKS
According to the hierarchical structure of ad hoc networks(see also Figure 1 ), DDoS attacks can be divided into four types: 1) attacks aimed at the physical layer, 2) MAC-layer attacks, 3) network-layer or transport-layer attacks (i.e., attacks on the upper layer of the network structure), and 4) application-layer DDoS attacks.
DDoS attacks on the physical layer can be divided into attacks on the wireless electromagnetic spectrum and wireless mobile devices with wireless signals as the transmission media. This class of DDoS attacks uses the same spectral information to disturb normal transmissions in the network. Ad hoc networks can use different transmission technologies, and there are different corresponding types of DDoS attacks. Generally, according to the different transmission technologies, all ad hoc networks currently belong to the following categories:
1) Infrared (IR) ad hoc networks: because the infrared rays cannot penetrate opaque walls, an IR MANET will be confined to a single room. This has two advantages: first, relative to other transmission technologies, infrared communication is easier to defend from outside intrusion of illegal users, thus helping to ensure safety. In addition, independent IR ad hoc networks can be established in each room of a building without mutual interference, even when they use the same spectrum. However, infrared media in indoor environments also have shortcomings, such as background infrared radiation from the sun and indoor lighting appearing in infrared receivers as noise. Such noise can produce a DDoS attack.
2) Spread spectrum ad hoc networks: this type of ad hoc network uses spread spectrum transmission technology, which uses a wider bandwidth signal to increase the difficulty of interference and eavesdropping. Due to the spread spectrum technology transmissions, this type of ad hoc network can resist outside radio electromagnetic spectrum attacks [5] .
3) Narrowband microwave ad hoc networks: these ad hoc networks operate at microwave frequencies but do not use spread spectrum technology. Thus far, however, there are no details about the transmission technology used by these products.
In addition to attacking the physical layer of the wireless electromagnetic spectrum, some mobile equipment defects can also be attacked. Compared with wired network equipment, the power supply of wireless mobile devices is limited. The attacker, by consuming the electric energy of a particular device by some means, can achieve a denial of service. In addition, the bandwidth of wireless networks is limited; consequently, consuming the limited bandwidth makes such attacks simpler.
B. MAC-LAYER DDoS ATTACKS
A DDoS attack aimed at the MAC layer is mainly reflected by the media access control technology of the attack. These types of attacks mainly cause network congestion by creating useless data packets, thus achieving their purpose of media access rejection. This technique is fundamentally intended to prevent one or more nodes from obtaining or providing services. The most critical parameter in all media access control technology is the manner of control. Different MAC layer protocols with different control techniques lead to different attack methods. The following is a summary of possible MAC-layer attacks: (1) by keeping all node channels within a region busy, the node suffers from a DDoS attack. (2) If a node continues to respond to false information, node energy will soon be depleted, at which point the node cannot access or provide other services. In certain circumstances, end-to-end authentication can prevent attacks on the MAC layer. When a node does not hold the certificate, it cannot obtain channel access. However, even when the sending and receiving sides are authenticated, the possibility of such an attack still exists. The FAIRMAC protocol, introduced in [6] , improves the fairness of access to media. Experiments have shown that MAC-layer DDoS attacks are effective mainly because of the unfairness of the capture effect and the resulting media access. The FAIRMAC protocol can reduce DDoS attack effectiveness to a certain extent but cannot fundamentally prevent DDoS attacks.
C. DDoS ATTACKS AT THE NETWORK LAYER
Because of the existence of certain limits, any wireless electromagnetic wave transmitter exhibits distance attenuation. To conserve energy, the power requirements of each node/transmitter in an ad hoc network are very low; thus, the effective distance of signals is very limited. Ad hoc communication between two nodes can utilize an efficient routing path through a multi-hop routing protocol, and then, cooperation and information through other nodes can occur along the routing path to the destination node. However, compared to the traditional routing protocol in wired networks, ad hoc routing protocols must be able to adapt faster. This is because the changes due to mobile nodes or wireless environment conditions lead to rapid changes in network topology. Thus, the routing protocol is particularly important for long-distance information transmission in ad hoc networks. The premise for the design of routing protocols for ad hoc networks is that all the nodes in the network are assumed to be honest and reliable and to be capable of mutual cooperation to jointly complete transmission through the network's nodes. This design premise is often used by attackers, leading to different forms of DDoS attack. The following summarizes network-layer DDoS attacks. (1) Illegal nodes become routing nodes. They lose a number of packets; consequently, the connection quality decreases. If the transport layer uses the TCP protocol, this will have a greater impact. Examples include black hole attacks (all information will secretly be discarded) and gray hole attacks (information such as forwarding routing protocol packets and packets will be selectively discarded). (2) The illegal nodes will transmit false routing information or replay outdated routing information. This will cause routing failures, negatively impacting the transmission performance. Wormhole attacks and loop attacks are typical representatives of this type of attack. The principle of the wormhole attack is to establish a normal link via wired or wireless means over a long distance in the MANET. By establishing the link, the routing protocol is deceived, resulting in false routing information. Wei and Yong [14] , uses geometric random graph theory and lists the necessary and sufficient conditions for wormhole attack detection and defense. In this theory, the author developed a defense mechanism based on a local broadcast key. As demonstrated by experiments, this defense mechanism can resist wormhole attacks well. (3) By hiding the attacker using IP spoofing of a real position and node mobility, an attack source can quickly change, which makes tracing the attack source extremely difficult. To study DDoS attacks in ad hoc networks, an attack source traceback in a wired network can learn from DDoS attack source tracking technology to a certain extent. However, there are still differences between the two. In [7] , the wired network attack source traceback technologies PPM (sample labeling method) and ITrace (ICMP packet positioning method) are transplanted into an ad hoc network. At the same time, as shown through experiments, the use of the techniques of attack source traceback and attack source tracing through the Ad protocol and the Hoc network scale has a certain contact. Guo et al. [8] and Athuraliya et al. [9] , introduced a new concept: small regions (Small World). In this concept, the entire ad hoc network is divided into many small regions according to physical or logical relationships, and then, attack source traceback through the TPM (matching flow patterns) and TVM (matching the size of the flow) is performed. This type of attack source traceback technology does not perform tracking based on IP information; instead, it uses traffic characteristics to analyze selective traces. Thus, the attack source tracing technology can not only solve IP spoofing, attacks on the source node's mobility and other issues but also reduce the flow of tracking information.
D. DDOS ATTACKS ON THE NETWORK TRANSPORT LAYER AND APPLICATION LAYER
The application layer and transport layer-the upper structure and the equivalent wired network at the ad hoc level-have the same characteristics; therefore, for the upper network, DDoS attacks in ad hoc networks and DDoS attacks in wired networks are basically the same. The TCPSYN flooding and TCP RST flooding attacks are typical of upper network attacks. In addition, defense methods against DDoS attacks in wired networks can be applied to ad hoc networks. DDoS attack, especially the address spoofing attack tends to produce massive attacking data stream which will consume a huge amount of network space and thus make the network performance appear sharp decrease [2] . Take Ad Hoc network as an example, since each node is connected through a distributed wireless network, the rival is likely to replace or take control of a number of nodes in the network (like nodes 1 and 2 in Figure 2 ) and endowed them with a lot of resources.
E. THE CONTRIBUTION AND APPLICATION OF QUEUE MANAGEMENT
Different from the passive queue management algorithm, the contribution of active queue management algorithm is to discard the packet before the queue is full, therefore we can regulate the discharge velocity of the original transmission end which could control congestion in order to avoid the negative effects like the long time end-to-end delay caused by the state of full queues or the reduction of utilization ratio and so on. Common active queue management algorithms include random early detection algorithm (RED) [6] , [7] and random exponential marking algorithm (REM) [9] .
II. QUEUE MANAGEMENT ALGORITHMS
The composition of a network is mainly based on the technology of store-and-forward and statistical multiplexing because data are inherently unexpected; thus, it is necessary to allow the transmission of unexpected data packets. The important role of the queue in a router is to absorb unexpected packets; a larger cohort can absorb more unexpected data and thus improve the throughput, but it also increases the data packet delay. Thus, we must manage the queue through the router to maintain a smaller queue length; therefore, a number of queue management algorithms have been generated [6] .
The current queue management algorithms can be divided into two categories: passive queue management (PQM) algorithms and active queue management (AQM) algorithms.
A. SIGNIFICANCE OF QUEUE MANAGEMENT ALGORITHMS
In contrast to passive queue management algorithms, active queue management algorithms discard packets before the queue is full to regulate the discharge velocity of the original transmission source. This approach helps control congestion to avoid other negative effects such as long end-to-end delays caused by full queues and a reduction of the utilization ratio. Common active queue management algorithms include the random early detection algorithm (RED) and the random exponential marking algorithm (REM).
B. PASSIVE QUEUE MANAGEMENT ALGORITHMS
Passive queue management algorithms, the traditional way to manage queue length, set a maximum length for each queue (in packets) and then accept packets into the queue until the queue length limit is reached. Thus, any subsequent packet that arrives will be rejected by the queue until the queue length has decrease. This technique includes the traditional ''Drop-Tail'' algorithm. Because packets must be dropped when the queue is full, this algorithm is called passive queue management [6] - [16] . Drop-Tail queue management mechanisms are still the most widely used method for queuing and discarding network packets.
1) RED QUEUE MANAGEMENT ALGORITHM
The RED [6] , [7] queue management algorithm uses the average queue length to predict impending network congestion and drops packets using random selection so that the transmission side, which has the function of congestion control, can be influenced to regulate the discharge velocity before congestion occurs, thus avoiding congestion.
RED uses the weighted average method to calculate the average queue length; the calculation formula is as follows:
where avg refers to the average queue length, q refers to the current actual queue length, and w q refers to the current actual weighted coefficient of the queue, whose value must meet the condition 0 < w q < 1. Generally, the value of w q is set to be very small so that the calculation of the average queue length changes very slowly, thus avoiding the problem of dropping of a large number of data packets just because of the arrival of unexpected discharges, which might lead to a rapid increase in the average queue length. When the average queue length is between the shortest queue length min th and the longest queue length max th , packets are dropped in accordance with the probability formula below:
C. REM QUEUE MANAGEMENT ALGORITHM
The random exponential marking (REM) algorithm management mechanism stems from ''optimal flow control'' theory [8] - [19] . The REM algorithm uses the concept of ''price'' from the network traffic optimization theory proposed by F. Kelly to detect and control the network's congestion state. The change of ''price'' is determined by two factors: one is the difference between the actual queue length and the expected queue length, and the other is the difference between the input rate of aggregated flow and the output rate of the port. For the deepening algorithm of ''price,'' REM uses a simple proportional relationship. The sum of the probability of a single node and the ''price'' on the link shows an approximate proportional relationship. REM stabilizes the input rate to remain close to the link capacity and maintains the queue length within a small target range, regardless of the number of connections sharing the link, because the REM algorithm is based on the solution of gradient optimization. There are two core features for the load-based REM algorithm [9] - [28] : 1) Compare the rate and empty the buffer. Calculate the packet arrival rate and approximate the rate difference with the queue difference. The price of the link is calculated as follows:
, z}, q l (t) refers to the instantaneous queue length of link l at time t, and q * refers to the target queue length. 2) Calculate the ''sum.'' The marking rate of link l at time t is:
where φ is a constant and φ > 1. The end packet marking probability is:
As seen from the above analysis, compared to the queuebased algorithm, the REM algorithm mainly measures the link load conditions and, thus, calculates the packet loss rate [10] . 
III. SIMULATION AND ANALYSIS OF ATTACK EFFECTS
In this paper, we assume to consider the large-scale DDOS attacks since in daily practical scenarios there are always happened in real situations. According to the parameters given in Table 1 [11] and using the network simulation software NS2 (version 2.35) in the Ubuntu environment, we compared the two indicators of packet rate and average end-to-end latency (with all nodes in a stationary state) imposed on ad hoc networks under DDoS attacks with the three queue management algorithms of Drop-Tail, RED, and REM. The simulation results were shown in Figure 3 and Figure 4 . As can be seen from Figure 3 and Figure 4 , under the condition of the same contract rate, Drop-Tail performed the worst, RED followed, and REM performed the best. But when the contract rate is constantly increased, the performances of the three algorithms all have decreased significantly. The simulation results show that as the first line of defense against unexpected network flow, traditional active and passive queue management algorithm possess very limited defense capacity against DDoS attack. 
A. SIMULATION SETTING AND METRICS
The simulation results in Figure 3 and Figure 4 show that under the same contract rate conditions, Drop-Tail performed the worst, followed by RED, and REM performed the best. However, as the contract rate steadily increases the performances of the three algorithms all decrease significantly. The simulation results show that, as the first line of defense against unexpected network flow, traditional active and passive queue management algorithms possess limited defense capacity against DDoS attacks [29] - [38] .
B. DETECTION EXPERIMENTS
The queue management algorithms described in Section 3 were applied to the experimental data, and the results of the Hurst values [32] are shown in Figure 5 . The DDoS attacks occurred in the frame part (the attacks occurred between 100,000 ms and 117,998 ms and between 200,000 ms and 217,998 ms), and the Hurst value during an attack period tends to be stable. Through the variance after treatment, in the low flow background, the Hurst index variance value obviously tends to 0, and it is relatively easy to detect the attack. However, in the context of high flow (after a box), the attack Hurst variance value and Hurst variance with normal flow values have no obvious difference, and the two states can only be distinguished from the correlation trend before and after of certain characteristics and node data. The variance and mean processing of the Hurst index method in this paper are shown in Figure 6 and Figure 7 , respectively. As seen from the graph, when a DDoS attack occurs, the Hurst index variance from the mean in the set threshold value falls.
From the experimental results ( Figures 6 and 7) , anomaly detection with the use of queue management algorithms was possible when the attack traffic reached 36.90. When the attack is enhanced while the background flow remains constant, the attack detection rate increases, and the attack detection integrity also increases; the attack traffic accounted for a total flow of 91.36. When the attack is intensity invariant, the background flow changes are large; consequently, the integrity of the smaller flow background attack detection and the detection rate of integrity of the larger gap are significantly reduced.
C. COMPARISON WITH A TYPICAL METHOD
The DDoS simulation contains a 30-s period in which the attack intensity rises; therefore, by detecting the delayed reaction, early attack detection (0 s, 30 s) is possible to a certain extent. As seen in Figure 8 , the performance of this method for delay detection using the same Holder index detection method used in [14] and [15] is quite good. Compared to the algorithm of low false alarm rate, the method of false alarm rate using the Holder index detection method is an obvious improvement. Therefore, this method has a better detection rate and greater integrity than the other two types of detection algorithms, as shown in Figure 9 .
IV. MAIN STRATEGIES AGAINST DDOS ATTACK
Under conditions of low contract rates, active queue management algorithms possess strong defense capability against DDoS attack, but in the case of higher contract rates, both active and passive queue management algorithms are unable to effectively prevent DDoS attack. This means that other defense schemes must be integrated; a combination of various defense strategies can be used to comprehensively and effectively prevent DDoS attack. Because conventional DDoS attacks take advantage of the safety hazards of the underlying protocol or the design problem of the system to attack, most of the studies targeting this type of attack mainly rely on analysis of the grouping features, flow features and request rate of the network packets to detect attacks. These schemes can be divided into source-based attack detection and detection based on attacked nodes [13] - [25] .
A typical source-based attack detection scheme is described in [12] . This scheme establishes a simple datafiltering model based on a feedback mechanism. The filtering model utilizes statistical techniques to determine the probability that a packet will be discarded based on the current network traffic and latency and the processing ability of the filtering nodes.
A. LIMITATIONS OF CURRENT TECHNIQUES
In [13] , a decision tree-based DDoS detection system using an attacked node-based detection scheme was proposed. After detecting an attack, the system can track the location and path of the attacker's attack using a data flow model matching mechanism. In a simulation, the false negative rate of the system in detecting DDoS attacks was 1.2-2.4% and the false positive rate was 10%; the false negative rate and false positive rate for detecting the attack path were 8-12% and 12-14%, respectively. Some new recent techniques of DDoS should be considered in the following research [30] - [38] .
V. CONCLUSION
This paper introduced three types of traditional network queue management algorithms, Drop-Tail, RED and REM. Using the network simulation software NS2 in an ad hoc network environment; we performed a simulation to compare the packet rate and average end-to-end latency of the three algorithms under DDoS attack. The results showed VOLUME 5, 2017 that the active queue management algorithms, such as REM and RED, exhibited stronger defense capabilities than the passive queue management algorithm Drop-Tail under medium-and small-scale DDoS attacks; however, under large-scale DDoS attacks, all three algorithms exhibited insufficient defense capabilities. Because of the inherent shortcomings of queue management algorithms, in practical applications, queue management algorithms are usually integrated with other strategies that can prevent DDoS attacks (such as DDoS attack detection) to improve the network's defensive capabilities. Consequently, under the premise of ensuring a network's QoS, determining how to modify the original active queue management algorithm so that it can effectively address DDoS attacks will be our next research priority.
